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1. Introduction

= What is Smart City?

itv?

M| Mobilty >> " Whygmart Citii |
CITY = Urbanization (Air pollution,
111 Traffic, Lack of Energy)

A ‘ Affordable >> = Aging

FOR
HUMAN = Health
R‘ Relaxing >> = Governance
= Social Segregation
T ‘ Time Saving >>

=" How to develop Smart City?
= Policy
® |nvestment
= Educate citizens
= Information and Communication Technology
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1. Introduction

" |Internet of Things (loT)
loT is the connection of millions
of smart devices and sensors

connected to the Internet.

= Smart City

= Smart Home

= Smart Grids

= Smart Farming

= \Wearables

= Smart Retail

" Industrial Internet
= Connected Health

Smart City
Solution
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TRAFFIC EMERGENCY _TRANSPORTATION
MANAGEMENT MANAGEMENT MANAGEMENT

WASTE PARKING SMART BUS STOPS
MANAGEMENT MANAGEMENT AND BUSES

LIGHTING ENVIRONMENTAL SMART BUS STOPS
MANAGEMENT MANAGEMENT AND BUSES
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DATA CENTER

Wired
3G/LTE WiMAX ~ Municipal
WiFi
IP-enabled IP-enabled IP-enabled
controller controller controller
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People-to-People = Machine-to-Machine  people-to-Machine

(P2P) (M2Mm) (P2Mm)
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2. Smart city infrastructure
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3. Research Background

loT network development 03
based on LTE 0

The Developing loT for Smart
Transportation System using ?_‘33
Municipal Wi-Fi

Y

- f‘
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WSN Monitoring System for ¢ o 9
Train with Energy Harvester

Monitoring system for

Security of Internet of
Things using ML
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3. Research Background

@The Developing loT for Smart Transportation
System using Municipal Wi-Fi
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3. Research Background

@Monitoring system for Waste management
based on WSN

Application for Admin

Database Sensor network area

..................................

3GPP/LTE ‘ﬁi .ii

P A—

City landscaping
in district area

e Location
Information
e Trash State info
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3. Research Background

@ WSN Monitoring System for
Train with Energy Harvester
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3. Research Background

@ Security of loT ’

10 Popular loT devices have 250
Vulnerabilities:

e Open telnet port

e Qutdated Linux version

Increase

* Unencryption transmission of sensitive in Attacks

data...[1]

Mirai botnet in Action

Type of Breach

DDoS Attack Attempts to Knock
Liberia off the Internet

Malware

- <
I Man in the Middle

Type of loT-related Security breaches made public in last 2 years (n=67) in %

22%

Brute Force

In October 2016, the Mirai botnet gl
commanded 100000 loT devices (primarily F
CCTV cameras) to conduct a DDOS attack.
Github, Amazon, Netflix, Twitter, CNN and =
Paypal, were rendered inaccessbale
several hours.

Physical Tampering

®  Hacked Encryption

18%

15%

9%

7%

4%

24%

Source: loT Analytics press research

Source: |oT Analvtics press research
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Conclusion

= To develop Smart city using loT
= To make a Integrated network for developing infrastructure of Smart city
= to choose best technology solution to make a integrated network

® Municipal Wi-Fi

= Mesh Wi-Fi

= LoRa

= Wired

= to improve collaboration of policy of government and research of University




