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Functions of Law in the Digital World 
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• Avoiding conflicts 
 

• Common welfare 
 

• Balance of inequality 
 

• Trust 
 

• Strengthening democracy 
 
 
 
 



Challenges for the Law in the Digital World 
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Legal framework shall provide for at least 
 
• Safety 

 
• Security 

 
• Freedoms and Basic Rights 

 
• Privacy 

 
• Liability 

 
• Access 
 

 
 
 
 

 
 
 
 



Privacy as a Basic Right 
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Article 8 of the European Convention on Human Rights 
 
 
1. Everyone has the right to respect for his private and family life, his home and his 
correspondence. 
 
2. There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic 
society in the interests of national security, public safety or the economic well-being 
of the country, for the prevention of disorder or crime, for the protection of health 
or morals, or for the protection of the rights and freedoms of others. 

 
 
 
 

 
 
 
 



EU Privacy Concept I 
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Technical and 
organizational 

measures 

Privacy Data Security 

Protects Humans Protects Data 



EU Privacy Concept II 
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Personal data 
 
• means any information relating to an identified or identifiable natural person (‘data  

subject’) 
 
• an identifiable natural person is one who can be identified, directly or indirectly,  

in particular by reference to an identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural 
person 

 
• applies regardless of the sensitivity or relevance of the data 
 
• not limited to “private” data: includes publicly available/shared information 



Examples 
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CCTV is the Beginning 
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Profiling as the Major Threat for Privacy 
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sentiance.com 



Data Collection leads to a „Surveillance Society“ 
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bloomberg.com 



Personal Data Desires 
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Interference with Privacy 
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• In the context of smart cities lots of personal data are being processed 
 

• Privacy remains an essential and crucial issue 
 

• Consequence: Smart Cities = balancing act between the use of personal data 
to improve processes and services on the one hand and the guarantee of the 
citizen's right to privacy on the other 
 

• Is it possible to establish Smart Cities with the given legal framework? 
 
 
 

YES 

aclu.org 



Starting Point: 9 Privacy Principles 
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• Lawfulness 
 

• Fairness 
 

• Transparency 
 

• Purpose limitation 
 
• Data minimization 

 
• Accuracy 

 
• Storage Limitation 

 
• Data security 

 
• Accountability 
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Satisfy the 9 Privacy Principles 

• Lawfulness: 
 

• Fairness: 
 

• Transparency: 
 

• Purpose limitation: 
 
• Data minimization: 

 
• Accuracy: 

 
• Storage Limitation: 

 
• Data security: 

 
• Accountability: 

Encode Parliament Law that explicitly allows for data processing 
 
Give data subjects rights to control their data 

 
Publish privacy policies and give data subjects access  

 
Prohibit usage of data for different purposes without consent 
 
Promote pseudonymization and anonymization techniques 

 
Enable an easy rectification of personal data 

 
Define retention periods and implement retention policies 

 
Provide for minimum controls or standards for data security 
 
Encode sanctions and set up a supervisory authority  
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Example: Amsterdam 
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Example: Seattle 
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Example: EU eCall Regulation  
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